Oneasy Data Processing Agreement (DPA)

ELIRMIY (BIFRELAR)

REEFMHARA: 20266 8525H
EXBHA: 202656825H

Oneasy ¥

AN {Oneasy SaaS BREHMN) BIF TN

HIGER T GloryScience @12 Oneasy RS 1ENEIBLIEE (Processor) AREF
I NEIRRVIERZ

BRMINE EMNEFE AR, WD ABIBLIEEIMES, UARBDNE,

1. Parties and Scope

F—F WHE5EATEE
7~ {Data Processing Agreement) (“DPA” B “A#¥”) HUTNAEEHBEISIAARER:

1.1 Controller / Customer (¥iBi=HIE /| ZF)

BM%% (Oneasy SaaS RS iY) H{EH Oneasy BRSZHIEF,

1.2 Processor | GloryScience International Limited ($(iEbIRE /
GloryScience International Limited)

GloryScience International Limited (f&#F GloryScience)

JEAftit: NEW TREND CTR, NO. 704 PRINCE EDWARD RD EAST, SAN PO KONG, HONG
KONG

B Ei2iEdRm=S: 80032746

1.3 Scope GEREE)

AWGER T GloryScience {fEAHIBAEEARE R BN ALIENER, SFUTERNFN
LISEDETIN

EU GDPR;

UK GDPR;

Hong Kong PDPO;
Singapore PDPA,;
MUK B A& A R ER R IF AR,



N FIERTF GloryScience DI EIEITHIE . HIBFERE. ALRFHMINE LESAEAIEK
FEE, KR, ZH. T2, 6. FRIZE. RBNHFEEBEZFBHIENGEL, ZSFRIEEF
SHNIRER Oneasy IEFAMIFRFARER. EHNSIERAELIE,

1.4 Non-GDPR Jurisdictions (3E GDPR ;&15fiZ%E)

ILERERAKRMEA “Controller / Processor” A&, ZFEANEEMHEXEZH TEEAREENX, &h
WA XTF Controller / Processor WRARNIZZER TR LRIBANAE. MINNSHE, 8iF
{fERFRTF Hong Kong PDPO THY data user / data processor #:& & Singapore PDPA Y
organisation / data intermediary #:&. ZZFMEALY KX GloryScience fEi& AR KRAHIEE
Bl ZIMNTETE X 5o

1.5 Scope Limitation for Third-Party Technical Materials (F=AHAREFRIE
T ASURETHIR)

75 DPA {XHISE GloryScience i@id Oneasy IRSB1ENEIBLIEEART A REBENALBIENED, FF
it Oneasy 1832, LfF. T, RETIBNERANE=FHARELR. && HHELL MIB/OID.
CLI/API. OMCI. ElfF#EEL. EEERIR. . MExs. BEER. alidEREMmIED ABIEER
kL, BERFISCR. FEAFA. IREREN. REXS. MIRENAE. REFAENBESEN, FHEE
DPA A%, LA (Oneasy SaaS fRSZ1Y). Security Addendum. Order Form. SOW &5 31T
PEATNETIRABRER N,

7GRN, EMEAAERNEE M ABIENIFNARAZR, 7 DPA RIEIZFREHEAR T AL
EHEEIRNIERSIERIPXS; 2 DPA RN #EREARIAR PIRBEAE = FRAEEBINFR
IR ¥ GloryScience FHFE =1 BERNFTDIFR], HEX GloryScience Iz, EFl.
B. K. BRENSSSERTATRESE=AFIRFN. BlHE. SREHHMAEE N SLIRMN

ZHo

BF1ES (Oneasy SaaS RSN, ECERS. AMNigE. BBEEE. B Agent/VPN/
Connector / API / SNMP / TR-069 / TR-369 / CLI / Syslog / ACS / NMS ##. LfZ5#23Z MIB.
OID. SNMPwalk &5, CLI/APIlat. EEE&PD. BE. MEXH. BiAx, &k, &&ERL &
REFEME=ZFRABRNITH, AENAZIELRIEEEREKE P 3T GloryScience B0 RS
2 BHEXIEMABEARZEANFIR. BN, F0. KREMBESENMZREMN. Security
Addendum. Order Form. SOW Z{EIMFIAIE,

2. Definitions

FIRXTENX
BRAEMINSBEENS, BNFHIARIES (Oneasy SaaS lRSZ M) FRiF—H.

2.1 Personal Data (> A%KiE)



“PABIR” BEMSEIRFIENRBIBRABXER.
2.2 Processing (4h38)

T SIS, 18R AR FE. iR Fh. R, IKE. REL BIER. HR. oWFT
Ho

2.3 Customer Data (ZP#KIE)

‘BR#HIE 8P LE. WAL £, BBE. BAOEE. AFEMSHEE Oneasy RS M IERYER
1B, BIEEARETFNELEHE. BEHE. BEHIE. MR, KSHIE. B EIE. 1%
FHHRHLER. SNMP walk 558, CLI/API iat. EEE&EM. MEXH. ZHERREMBREFIE
H. BERFME8HEBFEEEFENHE. B HIBNEEME N ASIBISEERNSZ 4 DPA B9 AR
RIPEARE, IEPABIR. BZARAZERL £E BEMEEMEEXANFRIER. Fal.
RESREED, EAF 1.5 ZFXRMEXEMN. Security Addendum. Order Form. SOW &Iy
AEEEKo

2.4 Telecom Operational Data (EB{Z5E4EER)

“Telecom Operational Data” EIFERRTF:

e OLT /ONU identifiers;
¢ |P addresses;

e MAC addresses;

e network topology;

e configuration records;
e operation logs,

e telemetry;

e performance metrics;
e fault and alarm records,

TR EER, ERBERARBIAENTASE. RaERBREEHIE. BETHE. NEReE
Bk BEMICIEEX SR, FPNETITGE LS. BMARLERXBUENGEN, H&EENE
M Eo

NEREEN , Telecom Operational Data @#IEFRIF. BERENNEZLREXIE, HARHAR
=. WBIATIRERIE =T SIEAT MIB. A% OID. CLI/API XX#4. OMCI #EHEL EHFHEEL
EEMNERFEMBE=FREARER . AFLAHBIITIINE. 2FMYFESE. 2FF RFC. 2F
Broadband Forum . ARIRE. AFHIBEER S AF MIB, KERE Oneasy #F. SIHFTLIMMmE
AMBFE=FREZR, BETFEFPIZE. BRFNEHEFFEEEEMB SNMP walk £58R. CLI/API
W, BESED. ME. BEEER. ZHERIBHER, NUERNEEDNALRIE. BEFMEEH
B F=ARAZRE. NEREBREEXAZHENRE. ZFERIINE. BN, RESBEZRR
FRERSE 1.5 FRABX SN IE,

2.5 Restricted Transfer (ZPREEIE(E5)



“Restricted Transfer” #51R#E EU GDPR. UK GDPR sk EMiEREIEFRIFEE, E N ALUERER
ERFEEBANTARSFRIPRZFRFIPFVER. X HEPAE, mMBEEEANESEISE.
REEFHIEEENG. LTt EM S AEE RSB ERZIARER.

2.6 Sensitive Data and Communications Content (B{ZREIESBEAE)

SRRB A EPELOEI, FFRFED Oneasy iS5 e, BEATMIBRFIREH D ALEE. SR TA
BER. YRR, BERME. KNEARE. BIFSMIRRIXAG. BERE. IFERITEK
. RENBEERNE, HEMERZEERESAMRIPFRIVEE.

3. Roles of the Parties

F=FZNHAE

3.1 Customer as Controller (ZFP{EREURIEHIE)

ERNHEHEPHIEREFESH T ARENSIERZGE, NEERER T&ENE LBIMNRER
B, ZERHER:

ELNIEENMAT;

i EIRIEE A &EEN;

REVERNIERE;

BITEIRE A SIS,

e 87 45038 3= (RANF ) IE 3K 5

WEREENEAN. L&, FH. iBE. EENAEEXME. &&. KP. #0. BE. #

b TP AR P EXEE;

o MREANINEE. BEEE. BRUEEUSERE. EEHATFER SNMP walk 582, CLI/API
W, BBESHR. ME. BE. ZHERIEMBXFPEIENTAEESEKE, HEMALUE
SRR E ML IEES;

o MRE(HEM Oneasy REBVITHREER AR

3.2 GloryScience as Processor (GloryScience {EA$IBLIEE)

GloryScience fEAN#UIERIEE, (NBEEFPHEGZE. IERUIETMIEN AZIE, GloryScience 7
BEEFPHIENFIEN, UAKEARAINEFIIERTSRERSEXNEH. HEXBHILKE
58

GloryScience X%/ SUBMAMERRARIEN GloryScience MANBFMGNEES. 1WHE. HE
MERSREE. BEEEH. MOIERSRME. BRARAPBERSREERES T
BTG SHFIES,

3.3 Independent Controller Activities (Jh3riz=Hl&Ezh)



XF GloryScience AP EIE. KE. ZHf. 2. aFl. RSB, FEIEE. IERE. $1¥
RIE. EEBEFEFIHENSZIERENMIENKFEE. FEETHIEMXERETHIE,
GloryScience RIfE IR EIEIEHIE HIEAAE TR LA A B IBZEFNE, HNBTER
HEIRRIFERR,

LRI IEHEEIEE &R Oneasy BIBSFAELER, MIEAS DPA; {BE—4#4#&E1E GloryScience i&d
Oneasy IREREXEZF MIBHEEA, HERZ DPA,

4. Processing Instructions

FHF RIBIES

GloryScience {URIB AT X4 a0 A VBN N EUE:

e {Oneasy SaaS BRSZHX);

e ZK DPA;

e JEFRY Order Form / SOW;

e X 7E Oneasy lREZANMECEFIRE;

o EPARII&E. ECBEEIE. BHE Agent/ VPN /Connector /APl /SNMP / TR-069 / TR-369 /
CLI/Syslog/ACS /NMS ##0O. EEHIERX M. BAOZENGERH. RIFERK SNMP walk
&R, CLI/API . BEEM. 8. HERIZHERERSAES,;

o BFHNFMHIES;
o EREAEER,
% GloryScience INAREME A5 THEERERAMIBRIFER. BEFRBEE. NEBL2EE. §

HHASHIER. HATEEX Oneasy. FF. EthEP. F=ARAIAMELLFETANK,
GloryScience EiXE4. HEHLEFHITZIES, HESEITEEREBENEF.

GloryScience ENSEKHZ P EE MY, 4~ DPA. Security Addendum. Order Form. SOW.

~micE. IRSMRE. LEFIER. BEROEBER. TEHEMIERUAXNPEHRRIBIESHE
o FMRIEAEEBFIERINABEBEAITEIN, GloryScience TX ZEFRMEBREFPHIE. 8%
BHERIENTABIENE=ZARAZHEFRIMZERF SIgE B, RARAENRE. REMHF. &
mEF. RERBPREME =7 ZERENREER,.

HIEREREER GloryScience ERIREFFIETHIBER FRIENAZIE, GloryScience NZ1ELIERE
MEFEXEEER, RIEEREZETARME. Wi REFFERBREERZILIZEF BN,

5. Categories of Data and Data Subjects
FRF SRR SR

5.1 Categories of Personal Data (1~ A$iE351)



GloryScience AJgEf{ERE P IR LU T RAIRIEHE

BEFRFRTIHIRNEFHR,;

T {EHEFS;

BRKS5AENRE;
BRIER51HREE,

|P it ;

S EINRR;

BEEERE,;

ML A B EE

TRABIER,;
HMBEFIBET RS IR A AV EE,

5.2 Categories of Data Subjects (¥BE{A351)
IR EROIREEIE:

ERRT;

ERRNAR;

THETIZIM;

MEEES;

EFNRZAPZHITR (IFFPBEXEIEZN Oneasy ARS3) ;
Htt5FFHUERXBBZAA.

5.3 Data Minimization and Restricted Data ($UER/\Vt SIRHITEEERE)

P MNXE Oneasy IRSIRRZRANERRSFAHE. B2EEHNEIE BIBZEPEAIEI,
Oneasy IRSZHIFKITH AT FRIBEEEAS. IFAERHIE. RERNBEERIEE. F5%EH1
ANEHE. 8RN NGRS E SRR,

MEFINEHERGRAE RS R ERE, A NERXBXIIERBEER Oneasy, R
HIAREFETIIMIAHERITE, SiEFRIPITE,. BERERM. ITPHELAFRSA. B
B, BN EXRSHEMSHE]. GloryScience AIETZ 2. &M, RAITHEBE WX LIEHIE
B IRIZF IR,

6. Confidentiality

BRFRENS

GloryScience MIRHERA A NABIENARRIESRENSZAR, FHRMRS. BITEE
X535, WMBR2EN. KHZEMEMERIGRFEFEISL, GloryScience AMFMEXRAGIIKE
ZERN AR,



7. Technical and Organizational Measures

FEF RARSHEAR 2160

GloryScience R SERifF 1T B TREAIRASBRAL 215, UFRIPFMABIBERERZRNTIF
ERE. BHEKR. BIRERT, ZFHEBNE SRR, SRR, REXR. KM
A, BATITHENRS EEFEARE.

7.1 Access Control (iFinlis$l)

GloryScience 183 Oneasy RZ5 R B SERARITHIEH, SEERET:

* RBAC;

o HR/MIRERN;

o S{HAEEH;

o EIERAPRIRS;
o RERAIRIEEHEARTR,

7.2 Encryption (IN%)

GloryScience #i&d Oneasy FRZEF U SIESCEAXRMA:

o RHIPREIEME;
g %Iu\?&*&hu%\z};
o HINEIRIETE,

7.3 Logging and Monitoring (AE54%E)
GloryScience ¥i&:d Oneasy lRSZFEIFESNL L2 BEMIARNER, ATF:
. ZLE
o REWN,;
o WIEHIE,
o LLEMIMN,
7.4 Vulnerability Management GREREIR)

GloryScience HiRIBWSHLEFE, @it Oneasy RESLHESENRESIERE, SF/HEHE
. R2BEMRITH,

7.5 Backup and Recovery (F351hE)

GloryScience ¥iRIEWSFEE, 8D Oneasy IRSZ L SENMIERHMMENF,. BAEEHE
HA. fREHAPR. RTO. RPO MN#p EBELIR M, NUNF HITEZEN SLA RSB ITRENE,



7.6 Security Assistance (R£a#1ih8h)

EEAMIERIPEZRERBE P LTEBITET Oneasy RS NAERIGHEXERIEENR,
GloryScience BiRIEMIEEMNIER. AAREBER. RAATERE L EENE, HBIEFBITS T
AER 2. BiERIPEMITG. REFMTEMEEDRESHXNEGERK, FRERERSE
sEbEREWN AT HEPELEIN, TR NAEBBLITERS CENGEDBZEA.

8. Security Incident Notification

FI\F REHMFEH

# GloryScience AR ERTREM B PR, TABIESRS L2 EEARMNLZESEMH,
GloryScience R EAZREXREEAN, BESEITHEATRIRENER, NNILTHIEIE,

EEETHERVPTHRIMSEMNIERT, GloryScience BEBEHINEARZEEHEE+TZ (72)
INRREFRLZHYIZER,; BUNE4HMREZR. MATFREEME, FEESEEXK,
GloryScience AITEIAS#H —FPE R EDMEAHTTENAR

BRIRNZAFETE GloryScience IR ZIEEEREERNEIE:

ZEEHNMERRERER,

TR MRS K RSTEE,

B AT REF= AR

GloryScience B REXSIETERENRVIEH. RFNIESIENE;
BiINE P RER R PR ARTEHE
[E47RBEA R ASEHRE,

GloryScience AJIRIEFEMHAE. BUEMKAE#HE, FHEMTHBAXER.

MNFRE=ZSEMIZERSE. ciRSEMEDS. NETER. FLEE. TPFIR. EARNS. &
AANECERRH SEIERIEE. FBHBFERREN, GloryScience HESEEEAR AL
BEZHIRHEBXENSEH.

9. Subprocessors

BAF FRIEE

9.1 General Authorization (—f&iEiR)

E P —R 4RI GloryScience ERIHARS I IZP A FRIBE BB T 9IRS RN IEEDD,
BIEEBEARETF:

o LEMISHIRSE;



TR

EPXRRGIRSE;
ZeRiE5RERSRES;
BIESRARSE;

BE. SthiRzcH T ARSE;

EEF BREXEER AN Al IS5 R HERE.

9.2 Subprocessor Obligations (FLIBHE X53)

GloryScience NREXE W E SI2RVIEHE, MAREFAEEEISRNEMATORNNTHEES
APNI TR RIF X SRR ERIRE. ReMERERE, BNENREBEXRSFACER
SEEIRLEN ABUE,

EEAIBERIPERERISEEN, GloryScience WHFAMEERBITE 7 B #IBRIFXSHNITAM
BFRABRME; ExFR/ENRE (Oneasy SaaS IRS51Y) Kas DPA RGBSR EMRFIZIR, FRIE
ERAEEMREILZFRS,

9.3 Subprocessor List (FRIBEFH)

GloryScience ABY B M. EEES. XUAE. EHENNEMAESHRHLNERTR
BEEL, WELISBHEBTRBENRT. A, MBI RESLSEEERTREN
BIBHA(E A,

MNFaEMIRM. AlBRS. BERE. R2RkSNEFPZFFEEFREE, BXER. RSBEE
HEAXHRAIER VA EEANRBEERAXE. XFHRXE. Al RS EAIREEXGE
Ry MRl RETR. BSTR. EFEHR. BNTRIEMBGEMSEF, FRERR Order
Form. DPA. Security Addendum. BRSBECE. FRHEEFRINASBEIESERHIMESI, &
Fi AT ERERXNAIE, FAEE SR L4 IR,

9.4 Subprocessor Change Notice (FIBHETHEEH)

M GloryScience FiE S FEiR o] fE Xt & P IR~ E EARE MW EE TIEE, GloryScience BE
Rl EL=+ (30) HEIBRFHM. TS, BEEEEM. XENEEMNEMSEAR
BHIE

BESREZLME. FREMER. Z2EMISEHAE. RSESMFRE. HNEER. EXFE
BEFHMSBERIBHT, GloryScience AIEEEERBISEE HRIRBEMNEF,

9.5 Customer Objection (ZEFFiN)

EPMETFSENBIEFRIFNEERSERRN FREETE, NEKREEME= (30) BRH
HiRHEAFWIER, WHNAEERRNNESEFRRGTH,

MNATEERIBIRAERRG R, BEFTRLERZFAEETEEEZMAVAXERS; BF
P TARELEK GloryScience XK ERHAIBIZSMavElESRA. TR m PR S H /G REHR &R

=it



9.6 Onward Transfer Controls ([5G4 {Eimissl)

NFIBEMIBECIM AR IRISIEE R, GloryScience BEERFEEKRCEN RIS IR
ZEFFUEERERNKEZENG. SRXSHEMEGERERRELIR.

10. International Data Transfers

F1% BIRMIEE R

10.1 Processing Locations (¥tiEabiBiths)

AINMBERT, BERPHEXEFETNEZERFRZHINKEX,

PNERMIRS. REME. REMHIF. FAXH. MR BESH. FREERS. Al
RERBITARXSS, BXEIEFREERMENZEXSINR. LB E7. EHOTEH.

FMBREEN, BRIGELEAEEFEUTARTR:

e Storage Location (7Zfiith): BFHIENTIEZRE. FEGHITIEFMMS, RINER
TAMEEEREHMEXIR, BRIEEAB Order Form. DPA. Security Addendum. BR%S
BN A PEAIE S G REIE;

e Support Access Location (Z¥fifinlth): GloryScience HEENARAZTR. T2, B
S ThE. BPEHESARSIESE BRI IZ A R R EERIM = ;

e Subprocessor Processing Location (FIEEbIEH): FRIEBEREZEMIGH. <
B, 435, @5, BE. Xt 22, Al EBiThaEs Hth AR SS BT A IR EIE R 5 ;

Al Service Invocation Location (Al BRS3IAMAM): EEFBA Al HHBITIREEERE, Bx
WA B ETXBIRAEEN EERHNKXE. X Al RSIEEEFIEIIEXBIE
s, MTPTR. ST A, EETRSEMKEMSWER. Fh. REILIE,

GloryScience ¥iRIEIRSZIZERE, XN SERMEIRBIRHEANSAEXG, BERHIEXIE.
MTE. FREBERGE S, LUEAR Order Form,. DPA. Security Addendum. IRSZBECE. F
WIBE BRI BEAE N E.

10.2 Transfer Mechanisms (EEiEEiaNE)

EERHIRFRIPEEERIBERT, GloryScience AIZHHERIEAMEIEHIEE RV, SIFER
PRI

o MBERRIERREZE (European Commission Standard Contractual Clauses, “EU
SCCs”);

o REEIFHIEEHMIZE (UK International Data Transfer Addendum to the EU SCCs)
EEFREEEHEDIY (UK International Data Transfer Agreement, “UK IDTA”);

o HMERARIAnBEIBRE IS,



EZFPIHAEX N ALIES EU GDPR 3¢ UK GDPR 493, H GloryScience st EFABEITIZE N A
ERVAMIEMIRR Restricted Transfer, NN AREEEREZRERISEEIANIIEA EU SCCs. UK
Addendum. UK IDTA sxEftiERERENIGl. FRNABBEBEAEIN:

o ZF{EA controller @ GloryScience £} processor £ AZIENIH S, &M EU SCCs
Module 2 (Controller-to-Processor) ;

e EF{EA processor [ GloryScience E0 subprocessor f£5#i A#IEIH R, i&EMA EU SCCs
Module 3 (Processor-to-Processor) ;

o T UK GDPR 295 #J Restricted Transfer, i&F UK Addendum 2§ UK IDTA 58X L4
ZEAE L ECRYATLE

e AR DPA%E 1%. Annex 1#1 Annex 6 #g5% EU SCCs FREERY Annex | BYFEX A0 257 AR ;

e 7K DPA Annex 2 #35% EU SCCs FrEEHY Annex | BUS R S4HLA 18 T8I PR

e 75 DPA Annex 3 #JB% EU SCCs FrEEHY Annex Il BYF 0 IBE 17 HR,

IMERZER. EPFHEEHELIMIZERNS RIREE. 7T EH EU SCCs. UK Addendum. UK
IDTA. BB NG S E SRS, WA NAESEEENAE ST, B Restricted
Transfer Frs R AYERHIZFRSIL, 25 DPA K& {Oneasy SaaS BRS3tY) BISTAERSI. BRitPRE.. Z&A
i, B REMRSORAEER.

10.3 Security and Supplementary Measures (&2 5#7E1RIPISHE)

GloryScience FiRIEAMIEECHE RN SIEF WATE, RENEANRARSHBR L2, URREIR
BHRE AR XU,

EESE) R AIEES

IR SARER;
HIEENE
Zehir5HEHEIT;
HEREEERIMEIARIRERN;
FREBEEE;
BENR 2P RN FLE R

10.4 Customer Responsibility (FP5HEE)
R EAEXEIBREIRIESIE. FEMIBIER A HEHMBREEE, MAaR:

ifafRE M GloryScience IRE AR IBEEXBUEE R SEMKIE;
BITERERERBN. FHNKREENXSE;
EERBER T el BIRESEEREImITME (TIA/TRA) EMEFITM;
AR D ABER. TTREUE. BERENE. WERSHIENEETHIECRE
GloryScience REFRIBENEEN;

s MREFERARSHTEEMBRIAEXIEREENER,

10.5 Compliance Cooperation (S#EIS)



TEERZRENRCEEA, WANESELETCERNRELRS, WHEERNEERIPAEIREES
HMEMER,

BrERBHERINAG S EPEAEI,, GloryScience REAEHIMFE B R MX A B IRETE S
EREHMEN. HESGHMRIE. BUEAMAAE. BUFHRAE. =S I EMAETISETI
BN,

11. Data Subject Requests
F—F SHEEMIEXR

# GloryScience WEISEFE#IEE XHIEEMAIERK, GloryScience Al ZIEREREFF LT, &
FEAIBEHIE RS AER T IEE LA R EE A TREZMMEIEE A,

EEESEEMAN, GloryScience ¥@d F* mINRE S AT MBI P BITHIEEANFNEK, B
). BEIiE. MIBR. PREIGLIE. BUREHES R EFIEK,

gNE 13K GloryScience 1R 48 AT ERR S5 THREBAT AR AR STRSEEBIINES, GloryScience ATEXK
ERREAEER. WIEEREZES. BINEKEE, A&IESENER, RIFERERESHER
HlE Ko

12. Deletion and Return of Data

F1+5F HIENPRSIRE

ARSZLR ISR, B AIRIE Oneasy ARSSIRMAYRIAIIEE, £=+ (30) HRAT L. REHIHZEF
B, ERWEIEiZEREIABEIEK GloryScience MIBRSIHBNIRIEIFE R FE#IE, BIZFERMNZ
RAATIE. MPIRIE. REEXR. HEREIRS. &0OVHINERZERRHILR,

fRE P RS L EANER L BRtR B AT UITRRE S MIBRIE RSN, RS, GloryScience FiEN+
(90) BATTRE F EHEmRFRRIZ.

& *EHE. BIAS. RREE. EEBFHE. KPIER. FNUARFERE. BikhE
IBR. REHMHCRK GloryScience ARIPH G AN BET /AR X SFARIVEGEIRN; &FiE
28 Oneasy WIRBEIR. ERARNREERATIRE. REIRISHIER.

BRERERERFINRE. M. Hit. FNFER. KR, ERFEFE. WEBEREENEZFIFE
RIEF LB, GloryScience BEARBENNE LB IEERENE R,

13. Audit and Compliance
=% #Hit5a¥nEn



13.1 Documentation Review (X{F&#HZE)

EFTAEER GloryScience RUSHIBRIPTIRSIEIABX IR, SIEE. REISHIE
B, TOMs HE. RIEFRLOEEENESHESUHRSHE WEBTHE).
GloryScience FIXZEHMIIHTHE. HEMRRTLIE, LURIP Oneasy. HEF, FRIBE,
BRI, RARSMEUWE,

-

13.2 Information Necessary to Demonstrate Compliance (S#ERBER)

EERABIRFRIPARENRTEEMA, GloryScience iRt HESIEEE B HUERAEETT4 DPA T EE
XEABBNER. ZFERRENZREENS. FERRERE. BIWERP. F=HRFRER
fil. HithZ PSRRI RS EIBERERERHILIR,

13.3 Audit Limits (EEitFEH)

BRIEN S BEPEATE, Oneasy #l GloryScience TTX E1E= .

. FEWHHRGHIL;

. HRSRLWISEIHEIEN;

o EREBHOBFAHE. Oneasy BURE. BB, KEEMHATAERBRLERH
it

o WEME. FRLHIRTAROHEIHER;

.« RETADEA. TH. RE. BO. WE AR TANZLBHNHEI

13.4 Enterprise Audit (W EF i)

MNFRERRENELVER, WHASTIOESENFEITERE. MR, REXS. BRAKIEMEE
Ao

PREREERFIERILELHINNEARLENHIN, BERFHITBENUESTZ (12) MBE—KRA
R, AN BIXHGEE., Z2AE. F=AREGHEE. SVGRBEIEREIR XA NTTMR. EFI
eI, BENH. B H S8R 2T 4 GloryScience BT EER, HiET
Oneasy VL& M NAARSREEEK,

14. Al Processing Restrictions

F1THE5F Al 2R

PrIEX BRI PEIEMN, GloryScience A&

o EARRIE R RIEIISERA TEae;
o BFEPYIEATSIZMRS TR Al L LEE;
o BE=7 A RSHLEREAZ IR,



Oneasy ARSZHBY Al T (NEABBIMERI. BERFASEREATEZSHIANERT, Al fHh
BENATEFNSITER,

NEF B A BEITNEE, TP MERRZFREXBHAETEINNARE BERAE. 8E&D
AER. ITRHREIER R GEHIE. GloryScience FIRIER 2. &/, REMHNERHISHAR
7%, X AEXKIERA. Bt RE. FERNThEEEEEM SRS,

15. Telecom-Specific Compliance

FTAF BETIEHSM

FPEBAWIN, BREEFTRESMNEHEIN RSERE. THEEE. Pk, MACHIE, [$EEEK
fE. BEHE. SEWE. ITPBRXMRSEHMBEEERXER,

EFNBETTHIA:

o EHEENUEN. BIEMIREHEXMBZIGE;
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Annex 1 — Processing Description
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Item Description
Provision of Oneasy SaaS telecom operations, network OAM assistance,
Subject Matter diagnostics, monitoring, support, analytics and related platform
services

Nature of Processing Hosting, storage, access, transmission, monitoring, analytics, support,
troubleshooting, security operations, backup, deletion, return and



Item

Purpose of
Processing

Duration

Categories of Data

Categories of Data
Subjects

Sensitive Data /
Communications
Content

Processing
Frequency

Processing Location

Controller
Responsibilities

Processor
Responsibilities

Annex 2 —

Description
service improvement

To provide, maintain, secure, troubleshoot, support and improve
Oneasy services for customer

Subscription term plus applicable retention, export, backup, legal,
security, audit and dispute-resolution periods

Account data, user identifiers, device identifiers, IP addresses, MAC
addresses, telecom operational data, logs, configuration data, support
communications, telemetry, performance metrics, fault and alarm
records

Customer employees, authorized users, network administrators,
operation engineers, customer contractors, end users or subscribers
where customer lawfully submits or enables processing of such data

Not intended for processing unless expressly agreed in writing;
customer must not submit special category data, sensitive personal
information, communications content, illegal interception data or
unauthorized subscriber / end-user data

Continuous or recurring as necessary to provide the services, and
occasional for support, security, incident response, troubleshooting,
migration, backup, deletion or compliance purposes

Primarily Alibaba Cloud International Singapore region, with limited
cross-border storage, access or processing in other regions as necessary
for redundancy, support, security, disaster recovery, subprocessors, Al-
assisted features where enabled, edge access, or legal compliance

Customer determines processing purposes and means, maintains
lawful basis, provides required notices, obtains consents or
authorizations, responds to data subject requests, and confirms lawful
authority over networks, systems, devices, accounts, interfaces and
data submitted to Oneasy

GloryScience processes personal data through Oneasy services only on
documented instructions, implements commercially reasonable TOMs,
manages subprocessors, assists with data subject requests and security
obligations as required by this DPA and applicable law, and deletes or
returns data as described in this DPA

Technical and Organizational

Measures (TOMs)
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GloryScience maintains commercially reasonable security controls for Oneasy services
including:

¢ Role-based access control;

e Least privilege access;

e Authentication controls;

e Administrative access restrictions;

¢ Internal access approval processes;

e Encryption in transit;

e Encryption at rest where applicable;

e Access logging;

e Security monitoring;

¢ Vulnerability management;

e Backup management;

¢ Incident response procedures;

e Confidentiality obligations for personnel;

e Subprocessor management;

e Customer data segregation controls;

e Data minimization and purpose limitation controls where technically feasible;
e Secure deletion or data isolation procedures where applicable;

e Reasonable controls for support access and remote operational access where relevant.

Specific technical details may vary by service plan, deployment model, customer
configuration, subprocessor service, feature enablement and technical feasibility. Any service-
level commitment, RTO, RPO, dedicated environment, data localization, customized
encryption, customer-managed keys, penetration testing, regulated-customer control, or
enhanced security control must be expressly agreed in an Order Form, SOW, SLA, Security
Addendum or other written agreement.

Annex 3 — Subprocessor Categories
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GloryScience may use subprocessors in the following categories:

Category Purpose

Cloud Infrastructure

. Hosting, storage, compute, networking, backup, disaster recover
Provider 8 8 P & P y



Category Purpose

Payment authorization, settlement, invoicing support, fraud

Payment Processor .
prevention

Support tickets, customer communications, troubleshooting

Customer Support Tool
PP records

Monitoring and Logging Security monitoring, diagnostics, service reliability, incident
Tool response

Communication

. Email, notification and service alerts
Provider

Al-assisted analysis where enabled and subject to applicable

Al Service Provider .
restrictions

Security Service Security monitoring, vulnerability management, threat detection,
Provider incident response support

A detailed subprocessor list may be published separately, made available through a
documentation page or provided upon reasonable request, subject to security, confidentiality
and commercial limitations.

Annex 4 — Telecom Operational Data Notice
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Customer acknowledges that telecom operational data may be sensitive in certain
jurisdictions. Depending on the applicable law, such data may be treated as:

e personal data;

¢ regulated telecom data;

e communications metadata;

e network security data;

e subscriber-related data;

e critical infrastructure related data.

Customer remains responsible for determining whether its use of Oneasy requires additional
notices, consents, licenses, filings, approvals, authorizations or contractual arrangements
under applicable telecom, cybersecurity, data protection, communications secrecy, critical
infrastructure or sector-specific laws.

Customer must not use Oneasy services to upload, store, analyze or process unlawful
interception data, unauthorized communications content, communications content not
necessary for the services, or regulated subscriber / end-user data for which customer lacks
required authority, notice, consent or legal basis.



GloryScience’ s receipt, processing, analysis or support access to telecom operational data
through Oneasy services does not make GloryScience a telecom carrier, ISP, public
communications service provider, managed network operator, operator of customer’ s
production network, or legal responsible party for customer’ s licenses, regulatory filings,
subscriber notices, end-user communications secrecy obligations or public-service continuity
obligations.

Annex 5 — GDPR Article 28 Mapping
Mif$F : GDPR Article 28 ¥IB&

This Annex is provided for customer legal review convenience and should be read together
with the full DPA.

GDPR Article 28 Requirement DPA Coverage
Processing on documented instructions Sections 3.2 and 4

Subject matter, duration, nature and purpose of processing Annex 1

Type of personal data and categories of data subjects Section 5and Annex 1
Controller rights and obligations iiitelirls 3.1,10.4,11, 12 and
Confidentiality of authorized personnel Section 6 and Annex 2
Security measures under Article 32 Section 7 and Annex 2
Subprocessor authorization and change notice Sections 9.1,9.3,9.4and 9.5
Subprocessor flow-down obligations Sections 9.2 and 9.6
Assistance with data subject rights Section 11

Assistance with security, breach, DPIA and consultation
! W urnty, ’ Hitat Sections 7.6, 8, 10.5 and 13

obligations
Deletion or return after end of processing Section 12
Information necessary to demonstrate compliance Sections 13.1 and 13.2

Audit and inspection mechanism subject to reasonable

.. Sections 13.3and 13.4
limits

International transfer safeguards where applicable Section 10 and Annex 6

Annex 6 — Cross-Border Transfer and Data
Flow Summary
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Data Flow /
Processing  Typical Location / Role Purpose Safeguards / Notes
Scenario
Primarily Alibaba Cloud
International Singapore
_ region, unless another Saas platform :
Primary . e . , Access controls, encryption
, location is specified in the hosting, storage, ) _
hosting and , , where applicable, logging,
applicable Order Form, backup, service
storage subprocessor management

service documentation,  delivery
Security Addendum or
written agreement

GloryScience authorized
personnel or support

Troubleshooting,
resources may access from

. support, Least privilege, access
Remote relevant support locations, . ) ) ! .
, , , implementation, logging, confidentiality,
support access including Singapore or ) ) o
: security, service purpose limitation
other regions where L
reliability
support resources or
access nodes are located
Alibaba Cloud
International Singapore
region as the primar ,
5 _ P y Hosting, storage, Subprocessor contractual
Cloud cloud infrastructure , ,
. . . compute, networking, controls, security controls,
infrastructure region; other regions may . .
. backup, disaster transfer mechanism where
processing be used for redundancy, i
recovery required

edge access, backup,
disaster recovery, support
or compliance

Singapore primary region
or relevant monitoring,

. . Security monitoring, Data minimization where
logging and security

Monitoring ; diagnostics, incident feasible, access controls,
. subprocessor locations, as . .

and logging , , response, service logging, contractual

necessary for diagnostics, e

o reliability controls
security, incident response
or service reliability
Customer . g

Relevant support and e Confidentiality, access

Customer communication, issue

ticketing subprocessor
locations

controls, limited support

support tools .
PP data processing

tracking, technical
support



Data Flow /
Processing  Typical Location / Role Purpose Safeguards / Notes
Scenario

Customer enablement or
Alibaba Cloud authorization where
International Singapore applicable, no training of

] . Al-assisted .
: region, relevant Al service . . general Al models using
Al-assisted . diagnostics, . -
provider or model-related . identifiable customer data
features where ) ) recommendations,
processing locations, or . unless expressly
enabled , analysis or workflow , ,
other regions necessary for SUDDOIt authorized, input
enabled Al-assisted PP minimization, Al
features restrictions under Section
14
Payment processor terms,
Payment e .-
o limited billing/payment
authorization,
Payment Payment processor L data, PCl or payment
. . settlement, invoicing .
processing locations compliance handled by
support, fraud
) relevant payment
prevention .
processor where applicable
. . Legal compliance, . .
Legal or Locations required by & P Limited disclosure, legal

dispute resolution,
fraud prevention,
regulatory response

compliance  applicable legal process or
processing compliance obligations

review, access restriction
where feasible

Where a Restricted Transfer arises, the mechanisms described in Section 10.2 apply to the
extent required by applicable law. This Annex is intended to support customer review, security
questionnaires, transfer impact assessments and data-mapping discussions, but does not
constitute a data localization commitment or a guarantee that all processing will occur only in
a specified jurisdiction unless expressly agreed in writing.
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