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Annex A — Security Control Matrix



BIEA:

Category

Security
Governance

Access Control

Authentication

Encryption in
Transit

Encryption at
Rest

Secret
Protection

Third-Party
Technical
Materials

Logging

Network
Security

Infrastructure

Vulnerability
Management

ReEHEME

Measures

Security owner/team, internal policies,
incident response process, risk review

RBAC, least privilege, access approval,
access review, production access
restriction

Password controls, MFA support where
available, stronger controls for
privileged accounts

TLS 1.2+ or equivalent where
technically feasible and applicable

Encryption, isolation, access controls
or equivalent safeguards where
applicable

Credential protection, token/key
lifecycle controls, masking in logs
where reasonable

Submission/configuration/authorized

Notes

References to ISO 27001/SOC 2/CSA
CCM are control references only
unless certified

Customer manages tenant-side roles
and users

Customer should enable MFA for
admin users where supported

Subject to legacy device, integration
or protocol constraints

Specific encryption architecture may
vary by system component

Customer controls customer-side
device/VPN/API credentials unless
agreed otherwise

Customer may submit authorized

reading/allowed generation constitutes MIB/OID/SNMP

customer authorization; source and
authorization boundary;
rejection/isolation/deletion/limited
access controls where reasonable

Auth logs, APl security logs, admin
action logs, Agent/VPN logs, incident
logs

Firewall/security group controls,
restricted access, interface protection,
abuse monitoring

Cloud security configuration,
environment separation, capacity and
availability monitoring

Risk-based remediation targets,
patches, mitigations, customer notices
where necessary

walk/CLI/API/OMCI/firmware/vendor
materials for service purposes, but
must not submit unauthorized or
restricted materials

Retention periods are governed by
Section 6, applicable service
configuration, Order Form, DPA,
internal retention policy and
applicable law.

Does not replace customer-side
network security

Third-party cloud dependencies apply

Targets are not independent SLA
commitments



Category Measures Notes

72-hour initial notice target for

Incident Detection, containment, customer ) .
s I confirmed material incidents where
Response notification, remediation, updates .
feasible
Backu Commercially reasonable backup RTO/RPO only binding if separately
P strategy agreed

Confidentiality obligations, permission . .
y ObIE P Contractors/providers subject to

Personnel controls, training, privileged access . o
. appropriate obligations
oversight
Vendor selection, contractual Notice/objection governed by
Subprocessors

safeguards, subprocessor management DPA/Privacy Policy/main agreement

Agent/VPN scope limitation, customer
Remote Access authorization, logging, revocation, See Annex C
emergency suspension

No identifiable customer data training Customer-supplied third-party
Al Security without authorization, advisory LLM/API Key risks remain with
outputs, human review customer

Security summaries, TOMs,
Audit Support questionnaires, reports where
available

No unrestricted audit, pentest, source
code or infrastructure access

Annex B — Customer Security Checklist
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5. BRI VPN/Agent Bl AR MLESEE
6. xf OLT/ONU BIEMELHITIRE ;
7. ERAMAE. ACL. BRE. TRIKFHBMRVIPRSIEIRE;
8. HiZ Al &Y. BriitES. HERERENESNNTE,
9. EEAREELEFIFMNXBILEHESGLIRAE,;
10. THARERIEASHMNZERENE T,
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12. FARER). RSFAL SRR B S A BT HH BRI TR
13. EELR 2R ARAAAREGREFMHRE;
14. RN Oneasy BigE. WENHIEASFT AR

15. RIEARZ3

BABR, ERKE. TNER]. TNERENHRE=FRERFIF MIB. OID.

SNMP walk £58. CLI/API. OMCI. EIF&E#L 1&& BRSNS, REEORA. B, M
8. BEEAR. BERRIEMEB=ZFHRAEH;
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Annex C — Remote Access Control Schedule

BiI{C:

Control Area
Authorization
Connection
Method
Network

Scope

Prohibited
Scope

Credentials

Technical
Materials

Privileges

IR NI HE

Default Position Customer Responsibility

Remote access requires customer

authorization through contract, Confirm legal and operational authority to
configuration, SOW, admin console grant access

or other agreed method

Agent/VPN/Connector/API/tunnel as Approve deployment method and
supported and agreed maintain customer-side network controls

Limited to necessary OLT/ONU
management interfaces, protocols,
ports, accounts and subnets

Restrict network range, ports, routes, ACLs
and firewall rules

No access to office networks,

HR/finance systems, unrelated Avoid exposing non-service systems to
internal systems or user traffic Oneasy access paths

content unless expressly agreed

GloryScience protects credentials
managed through Oneasy using
reasonable controls

Create, rotate, revoke and limit customer-
side credentials

Authorized submission,
configuration, authorized reading or

allowed generation may be Confirm authority for MIB/OID/SNMP
processed for service, adaptation,  walk/CLI/API/OMCI/firmware/vendor
diagnostics and improvement; materials and do not submit unauthorized
GloryScience may or restricted materials through

reject/isolate/delete/limit export or Agent/VPN/API/support/logs/diagnostics
stop processing unauthorized or
high-risk materials

Least privilege and purpose-limited Avoid shared admin accounts and
access unnecessary high privileges



Control Area

High-Risk
Operations

Logging

Revocation

Emergency
Suspension

Al /
Automation

Incident
Cooperation

Default Position

Customer approval, maintenance

window, backup, rollback and audit

trail where feasible

Connection, access and key

operations logged where technically

feasible

Customer may pause, restrict or
revoke access by technical controls
or notice

GloryScience may suspend or
restrict Oneasy access for security,
legal, abuse or risk reasons

Al and automation outputs are
assistive unless expressly agreed
otherwise

GloryScience provides reasonable
notices and updates for confirmed
material incidents

Customer Responsibility

Perform impact assessment and retain
final operational control

Review logs and report anomalies
promptly

Implement revocation and confirm
deactivation where needed

Cooperate with investigation and
remediation

Human review before production
execution

Provide logs, contacts, device information
and local investigation support



